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4)) Chapter 1. Introduction of Networking

= Basic Concepts and Questions

s Internet History
= Protocol Layers and Service Model
s Network Performance



Internet History
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1961: Kleinrock — queuing theory shows

effectiveness of packet-switching (PhD@MIT)

1964: Baran — packet-switching in military
nets

1967: ARPAnet conceived by Advanced
Research Projects Agency

1969: first ARPAnet node operational

(UCLA, Stanford, UCSB, UTAH), Kleinrock

1972:

= ARPAnet demonstrated publicly

= NCP (Network Control Protocol) first host-host
protocol [RFC001]

= First email program
= ARPAnet has 15 nodes

Residence = Los Angeles

Nationali
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Engineering

THE ARPA NETWORK



Internet History (2)

1972-1980: Internetworking, new and

proprietary nets

Vint Cerf, Robert E. Kahn
and George W. Bush
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1970: ALOHAnet satellite
network in Hawaii, Norman
Abramson o2k 741N %%)

1973: Robert Metcalfe’s PhD
thesis (@Harvard) proposes
Ethernet (LIXI ) , at Xerox
PARC in 1976 (il it 25

1974: Cerf and Kahn — _
architecture for interconnecting
networks (InternetftZ2)

Late70’s:

= Proprietary architectures: DECnet,

SNA, XNA

= Switching fixed length packets
(ATM precursor)

1979: ARPAnet has 200 nodes

s Cerf and Kahn's #

internetworking principles:

Minimalism, autonomy — no
internal changes required to
interconnect networks

Best effort service model
Stateless routers
Decentralized control

= Define today’s Internet
architecture

= Design of TCP/IP suits



Internet History (3)

1980-1990: new protocols, a proliferation of networks
80FEfR: FLEKE

HiHiL: NCP-) TCP/IP
DNS: SZHish & ARhT
M : Email, Ftp

= 1983: deployment of TCP/IP . New national networks:
= 1982: SMTP email protocol Csnet, BITnet, NSFnet,

defined Minitel

= 100,000 hosts connected
to confederation of
networks

s 1983: DNS defined for name-
to-IP-address translation

= 1985: FTP protocol defined

= 1988: TCP congestion control



Internet History (4)

1990’s, 2000's: commercialization, the Web, new apps

90FEMR: FRFMIRIE
FRL, BT &

FHEMEI: www Chttp, HTML, Web Server, Browser)

HESAH: Email, Web, IM (instant messaging) , MP3X(ff3t=

Fi8-AME-F5 L

Sir Tim Berners-Lee

Early 1990’s: ARPAnet
decommissioned

1991: NSF lifts restrictions on
commercial use of NSFnet
(decommissioned in 1995)

Early 1990's: Web

= Hypertext [Bush 1945, Nelson
1960's]

= HTML, HTTP: Berners-Lee

1994: Mosaic, later Netscape
Browser

Late 1990’s: commercialization of

Late 1990’s ~ 2000’s:

the Web

More killer apps: instant k.
. i HE 1955?6)3813‘( 61%) [
messaging, peer2peer file —+ (e

g HUERIERER
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sharing (e.g. Napster) ey
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Network secu rity to forefront AT RS RA T

WEAINER
2016 Turing Award

Est. 5O million host, 100 million*
users

Backbone links running at Gbps


https://en.wikipedia.org/wiki/Turing_Award
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P2PM 2%

M 4% (Facebook, Twitter, AN, &, #E, ...)

2007
= ~500 million hosts
= Voice, Video over IP

= P2P applications: BitTorrent
(file sharing), Skype (VoIP),
PPLive (video)

= More applications: YouTube,
online gaming

= Wireless and mobility
= 2015-, blockchain, AINet, 5G,
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Protocol Layers and Service
Model

10



&’ Protocol “layers”

thworks ari Cgmpli)(, Question:
with many “pieces” : _
. hosts is there any hope of
organizing structure
= routers
. . of network?
= links of various
media
= applications .... or at least our
= protocols discussion of
= hardware, networks?

software



Organization of air travel

ticket (purchase) ticket (complain)
baggage (check) baggage (claim)
gates (load) gates (unload)
runway takeoff runway landing
airplane routing airplane routing

airplane routing

m 3 series of steps



ticket (purchase)

baggage (check)

gates (load)

runway (takeoff)

ticket (complain)

baggage (claim

gates (unload)

runway (land)

airplane routing

airplane routing

airplane routing

airplane routing

departure
airport

layers: each layer implements a service

intermediate air-traffic
control centers

arrival
airport

= Via its own internal-layer actions
= relying on services provided by layer below

ticket

baggage

gate
takeoff/landing

airplane routing



2) Why layering?

dealing with complex systems:

m explicit structure allows identification,
relationship of complex system’s pieces

» layered reference mode/for discussion

m modularization eases maintenance, updating
of system

= change of implementation of layer’ s service
transparent to rest of system

= €.g., change in gate procedure doesn’ t affect rest
of system



\4)) Standard Protocol Architectures

= [WO standards:

s OSI Reference model
= Never lived up to early promises

= TCP/IP protocol suite
= Most widely used

= Others
= IBM Systems Network Architecture (SNA)
= DECNet, Netware

15



ISO-0SI1

= Open Systems Interconnection (OSI)

= Developed by the International Organization
for Standardization (ISO)

= Seven layers structure

= A theoretical system delivered too late
= TCP/IP is the de facto standard now

16



OSI - The Model

= A layer model, and flow structure

= Each layer performs a subset of the required
communication functions

= Each layer relies on the next lower layer to perform
more primitive functions

= Each layer provides services to the next higher
layer

= Changes in one layer should not require changes in
other layers

17



OSI Laye s .| Application

Provides access to the OSI| environment for users and a
provides distributed information services.

Presentation

o ] Provides independence to the application processes from

- s . differences in data representation (syntax).
& F Ak

Session

Provides the control structure for communication betweeh
applications; establishes, manages, and terminates
onnections (sessions) between cooperating applicationy

Example: Alice
invite Bob to lunch

Transport

o

Provides reliable, transparent transfer of data between epd}

Ak 2 points; provides end-to-end error recovery and flow contijol

Network

*Provides upper layers with independence from the data
transmission and switching technologies used to connec|
PBX ¢ #¢ systems; responsible for establishing, maintaining, and
terminating connections.

Data Link
Provides for the reliable transfer of information across th

o (0]
. (=3 A
o [e]
A
o (0]
s @ A physical link; sends blocks (frames) with the necessary
18 K {%% synchronization, error control, and flow control.

A1

o° Physical

Concerned with transmission of unstructured bit stream gvegr
o, K physical medium; deals with the mechanical, electrical,
&% functional, and procedural characteristics to access the 18
physical medium.




= Specification of the physical aspects of a comm link
= Mechanical: cable, plugs, pins...

= Electrical/optical: modulation, signal strength, voltage
levels, bit times, ...

= Functional/procedural: activate, maintain, deactivate
physical links...

= Physical interface between devices
« Ethernet, DSL, cable modem, telephone modems, ...

= Twisted-pair cable, coaxial cable, optical fiber, radio,
infrared, ...
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Data Link Layer

Groups bits into frames

Activation, maintenance, & deactivation of data link
connections

Transfers frames across direct connections
Medium access control for local area networks

Detection of bit errors; Retransmission of frames
End-to-end flow control

Higher layers may assume error free transmission

20



Network Layer

Transfers packets across multiple links / multiple
networks

Addressing must scale to large networks

Nodes jointly execute routing algorithm to
determine paths across the network

Forwarding transfers packet across a node
Congestion control to deal with traffic surges

Connection setup, maintenance, and teardown
when connection-based

21



Transport Layer

= Exchange of data between end systems

= Transfers data end-to-end from process in one host to
process in another host

= Reliable stream transfer or quick-and-simple single-
block transfer
= Error free
= In sequence
= No losses
= No duplicates

= Connection setup, maintenance, and release

22



Upper Layers

= Session
= Control of dialogues between applications

= Grouping

= Checkpoint recov Incorporated into

_ Application Layer Now
= Presentation

= Machine-in f data

= Data compression & encryption

= Application
= Means for applications to access OSI environment
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Used by the global Internet
= Application: supporting
network applications
= FTP, SMTP, HTTP

= [ransport: process-process
data transfer

= TCP, UDP

= Internetwork: routing of
datagrams across net of nets
= IP, routing protocols

= Link: data transfer between
neighboring routers / hosts
= PPP, Ethernet

= Physical: bits “on the wire”

TCP/IP Protocol Architecture

TCP/IP protocol stack vs. OSI

application

presentation

Application session
Transport transport
Internetwork network
Link / Net link
Physical physical

24



Protocols at different layers

WA Application

3 Transport

L3

L2

L1 Physical

Eid [d BN 03

TCP UDP

Ethernet FDDI PPP

Optical Copper Radio PSTN




ONE network layer protocol

EY ooication ons-
TCP m

'8 Transport

L3

L2 Ethernet  FDDI PPP

L1 Physical

Optical Copper Radio PSTN




IP is the narrow waist of the layering
hourglass

IP

4 N\

Ethernet FDDI PPP

D ———

Optical Copper Radio PSTN
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Implications of hourglass

= Single network-layer protocol (IP)

= Allows arbitrary networks to interoperate
= Any network that supports IP can exchange packets

= Decouples applications from low-level
networking technologies

= Applications function on all networks

= Supports simultaneous innovations above and
below IP

= But changing IP itself is hard (e.qg., IPv4 >
IPv6)

28



Layer encapsulation: Protocol headers

User A

HTTP
request/response

TCP header

|P header

Ethernet

header

User B

29



= At each layer, Control info is

added to user data to ease
communication, e.g.

Application Data
[

= Transport layer segments  “
application data |

= Each segment has a transport

LN

header added LI
= Destination port &
= Sequence number

= Error detection code

= This gives a transport protocol
data unit (PDU)

NNNNNN

eeeeee
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Encapsulation

message | M | |appligation
segment |Hy M | | trangport
datagram|H,| Hy M network Q
frame |Hj|H| H; M link
physical
link
physical S~
-
switch
destination HJ H] M | | [nefwork
M | |application Hi[Hil Hy| M “"_k H Hy M
Hi M| |[transport physical >C
HlH] M network
HH]H] M link router
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&)/ Pros and cons of layering

Why layers? Why not?
= Reduce complexity = Higher overheads
= Improve flexibility = Cross-layer information

often useful

32



Network Performance

33



How to evaluate the
performance of a
network?

34



Performance metrics

= Delay
s LOSS
= Throughput

35



= How long does it take to send a packet from
its source to destination?

36



= Consists of four components
= Transmission delay
= Propagation delay _ due to link properties
=« Queuing delay —

i Processing deIay due to traffic mix and

— switch internals
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A network link

bandwidth [ delay x bandwidth

N _
Propagation delay

= Transmission delay ({&#f}4E)
s Hcl)_wkl_g)ng does it take to push all the bits of a packet into
a link:
= Packet size / Transmission rate of the link
= €.g., 1000 bits / 100 Mbits per sec = 10~ sec

= Propagation delay

= How long does it take to move one bit from one end of a
link to the other?

= Link length / Propagation speed of link
= E.g., 30 kilometers / 3*108 meters per sec = 10 sec

38



Packet delay
Sending a 100-byte packet

fime to transmit

.

Time to transmit
00 bits=800x1/106°s

|

1Mbps, 1ms &

~—

100Byte packet

Time

/
} Time when that
bit reaches B
=1/10°+1/103

The last bit
reaches B at
(800x1/106)+1/103s
= 1.8ms

\
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Packet delay
Sending a 100-byte packet

fime to transmit

.

Time to transmit
00 bits=800x1/10°s

=}
|

1Gbps, 1ms &

~—

100Byte packet

Time

/
} Time when that
bit reaches B
k= 1/10°4+1/103

The last bit
reaches B at
(800x1/10°%)+1/103s
= 1.0008ms

\
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Sending a large file using 100-byte packets

B

A
& 1Gbps, 1ms &

100Byte packet

100Byte packet

100Byte packet
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Pipe view of a link

transmission delay

bandwidth

time >

= Transmission delay decreases as bandwidth
INnCreases
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Queuing delay

= How long does a packet have to sit in a
buffer before it is processed?
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Queueing delay: "pipe” view
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Queueing delay: "pipe” view

/
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Queueing delay: "pipe” view

| | «— Queue

o Transient Overload
Not a rare event!
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Queueing delay: "pipe” view

«— Queue

o Transient Overload
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Queueing delay: "pipe” view

«— Queue

o Transient Overload
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Queueing delay: "pipe” view

«— Queue

o Transient Overload
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Queueing delay: "pipe” view

| | «— Queue

o Transient Overload
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Persistent overload leads to packet loss

® ©

«— Queue




Queueing delay

= How long does a packet have to sit in a
buffer before it is processed?

= Depends on traffic pattern
« Arrival rate at the queue
= Nature of arriving traffic (bursty or not?)
= Transmission rate of outgoing link
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Queueing delay

= How long does a packet have to sit in a
buffer before it is processed?

= Characterized with statistical measures
= Average queuing delay
= Variance of queuing delay
= Probability delay exceeds a threshold value
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Basic queueing theory terminology

= Arrival process: how packets arrive
= Average rate A
= Peak rate P

= W: average time packets wait in the queue
« W for “waiting time”

= L: average number of packets waiting in the
queue

» L for “length of queue”
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= Compute L: count packets in queue every
second

=« How often does a single packet get counted? W
times

= Why do you care?
»« Easy to compute L, harder to compute W
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Processing Delay

= How long does the switch take to process a
packet?

= Negligible

56



End-to-end delay

o B W o

transmission

propagation
gueueing
processing
transmission
propagation
gueueing
processing
transmission
propagation
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= What fraction of the packets sent to a
destination are dropped?
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Throughput

= At what rate is the destination receiving data
from the source
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Throughput

Transmission rate R bits/sec
]
o e
File of size F bits
Packets of size L bits

Transfer time (T)

F/R ,

Average throughput = F/T ® R
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End-to-end throughput

Transmission rate R Transmission rate R" > R
o { l I } @

File of size F bits
Packets of size L bits

bottleneck link

Average throughput = min{R, R} = R

61
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« 4 ZInternet
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s ZEIEN
« K. ANF. oLk
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« AL, HASH, EHE
Internet)f; 5
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e TCP/IPHIIUHTL /2 K

WX 2% 27 4 L A 2
Internet);

= C/SHIB
= P2PFyZE
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